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i Network Interface agn9tiog fadl
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i Threat prevention Throughput hitfasndy 14 Gbps Tuluu Appmix %38 Enterprise
test conditions W38 Enterprise traffic mix

i1 Concurrent Sessions laiifanin 2,800,000 sessions fignu1sessananawdouriuls
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muaumadndaiuléinig Category, Block list, Allow List Afwuald
ansaUimsian1sgunsaliiuy Web-based Management (HTTPS) , Command Line
Interface I

aunsnaUlasuasnateyaluguuuuns in (Graphical Report) samfissasfunisaing

swulsotnsinafal

e.e.e@.0. 1op Application, Application Category

s.e.ome. Top Source, User, Destination

e.e.em.m. User activity report

@. GO,

a@.@.vo.

gnanInasaneukasUiulssnuldnuaudamnts
saefumsfaaaierihandugiuy High Avallability (HA) léinsiuu Active-Active way

Active-Passive

W o / on



&.a. e,

.6,

&.o.lom,

®.0.lba.

LONATT LY e

funasaneladla (Power Supply) wuu redundant #39589¥unTaaAny (Hot-
swappable) 1¢ nglulinansgnusonmsliudms

radlaiunsindusulviaglungs Leader 999 Gartner Magic Quacrant Tungunansas
hybrid Mesh Firewalis T bole vi3atldngn

Faafulseiugunialfunaisdeios e U Lasdsesmdnd meduwagutayade
ANALLAzTENA LIS AT LT udan Tud 1w TR aon feresszuusaan

SeaznaINTIUlsEAL

= 9

HieruaTmdsanmdngunsifvsiauermdmiulasnmsi leesaslafunisuse

[ ar ©

dusmuwmdmheanuisndvesdadug wiaumslasunmsuimmdnsue was
Infunisaduayunisiiuweils saeadieszeznansiulssiulpensainuiene
AW dnfuduiouieng aanvsudawdadusiussidsevelng dmiundadug
favalulasanmsilaeawy Tnsdonaaiavdngmuass o fuluenasssmesian

SEnvsaing Wasesunisiusnsyaweliasazusnnsnaensuedusedied

oo aunsalidszdantslanfiuazdiasnzideanaiuuuszuuaiowne (Network Traffic

q
74

Analysis) 371U @ Y0 InelinuauUaRl

a.lo.a.

®.o.lo.

@.lo.n,

@.lp.a.

o.lo.&.

@.lo,D.

Wugunsaluuy Appliance-Based #ie Virtual appliance feanuuuitemstiased
#3199V kavid sededvanmavlyiuasuulad e ne (Network-based threat
detection) Tngiawns wasdoseg aeldlwdnfeiudugunsalfnmanudasndis
indatelussiunaundwiy (Application Frewall) fidnauslulasenisi

il Network Interface WU 1G (R)45) siednilitiosndn < wesn

31 Interface Wiy 1G (RJ45) wiafinidmiuuinigdanis (Management Port) laiilae
111 o wosn Teanamuelitusiiu nterface 2ndoil oo,

{1 Interface d113U Console Tliloanin & woiwn wisuuane Console

7 Application Firewall Throughput lu'daena1 4.5 Gbps Tukuy Appmix 5 o
Enterprise test conditions %38 Enterprise traffic mix

il Threat prevention Throughput lidaanin 3 Gbps Tukuu Appmix w38 Enterprise

test conditions %38 Enterprise traffic mix

W7 & / @en



@.lo.e.

®.®.@3.

®. 0.6

®.5.50.

a.lo.ee.

&.ls.mle.

&.lo.®m.

e.b.ed.

o.lb.ad.

®.o.ab.

&.o.@e.

@ o.ac.

NATTRLUYIY

§l Concurrent Sessions laitfasinda 400,000 sessions AlenansnUsenananseuiuldlu
ANMLIREaeUUNF wasil New Sessions laltiaania 65,000 Sessions sigiuvt

il storage %la SSD viTe eMMC dmiudnifudeyassuu (System Storage) e lalE
111 128GB w30fn ,

awmsaﬁa@gﬂugﬁmu Transparent Mode, Monitoring Mode (Tap/Span/Mirrar), L2
was L3 wisiaumiale

AWNTVINITRTIAEEY Traffic TE15WE SSL §a8nTsvin SSL decryption (AU
Inbound wag Outbound) iaaussyuuduqRudui Tunsgrdieuii i eld
ansavihlasndanmus

#1709 UTINAUTEUUAITR @S IRU (Authentication Systems) laun Active

U

Directory, LDAP, Radius Lﬁaizuﬁmwﬂ%’mu (User Identity) e undhaton
anunsonsandusazihs Ssmsdelaulng (File Type Control) Aayay sl Download
130 Upload ’uusiaz Application 191
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8

e SEUUENNTANIUUA Response Workflow #38 Automation Workflow eugiufasie
dlfauuuuns i (@ Drag and Drop w3 Rule-based) Inell Predefined Integration
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Box)

a.a.00. SFUUH B3ETs0E Az dunldnunsruIun1IRe UaDIA BLA A" Sal (Response
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UEBA w8 Detection Catalog :1ngflWiuints waganunsaiumsduisaldosnaziuzme
Wfoseaduannalvyy uazdosrsouagy Use Case 31P3§1U Ly MITRE ATTRCK,
Network Threat, Endpoint Threat s
sruufidnausdesanso e e uarasiadufennaiuuussuuiniotilagld
wialulafl Machine Leaming uag Al (ML/AD TumisiiasisvingAnisu Tasanduni s

Amdniusvasieyailldin Endpoint, Log weegunidniiadudennanaisdny

syAuLaUNAATU (Network Sensor) Ludu Taevienlusduuudalulid

38&%“Uﬂﬁfng‘Vi’lLLaﬁixqﬁlﬁlﬂﬂﬂﬂmﬁlLﬁﬂ%‘l‘l (Threat Hunting) Ae1alsignasiadusia
Signature-based detaction TnaTimsizviarnwgAnssunsldendidaund (Behavior
Threat) LLﬁ%ﬁ’mﬁﬂLLam‘i'}ﬂasl,adaﬂ‘tla\‘im%'awawmﬁ 1y AppLication,.System
Information, Process, Connection L‘fluiéfu

szuudaslauanunsolumsadns Rule wia Query Tnasassunisldiiaulonianssny
(LLogical Operations) uazALUUT oW {Nested Rules) 1l alaiuisnsin Tiaszi
UiuiAeu wazuansadoyaldedndave iy nslifaidusemdidunisussinans
Foun (4w stats, eval, append, join, convert, rex, regex saliiguw)
sruudedirmuanunsnlunsiuiy (Query) ioaiuayum s i unsinseiuay
Janamgnisal ldiesdunisyin Corelation, NM539897U (Reporting) Rag RN
deuleadaya Log iihdudeyauiun wu Jayaninddu (Assets) niadoyagldan
(Users) (s

aunsadvnsiuaniauinnngAnssuniglusyuy (Behavior Analytics) loeldinaiia
WU Machine Learning (ML), Statistical Analysis kay Anomaly Detection S OGERE
sUBuUNgANTTIUNR (Baseline) v8aifld91y Louwdiadu uagsruumatie Ty
ansoasraduivemsaifidacuuesnandndldlasdaluld wieuassyruides
viemnadiaundfienstsvanfsdonnms wiu madhdssuulianar Yunumsiuds
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LENENSWLUTE

mmm?mswﬁwqﬁﬂﬁmm User by Asset Usstan Suspicious authentication,
Suspicicus VPNs login, Brute force, password spray, and excessive logins, ag
rregular resource access Wuatatos nwginssuund (Baseline) wuudnluild
JEUUABIAIUTRAIMUAAT Service Level Agreement (SLA) ANNTEAUAIINTULTIVE
.L‘Wlﬂ’]iﬂj (incident Severity) 1%
sruuIasiumINaIutsolun1sunseAuAI s guLseanan1sal (Incident Severity
Escalation) eannsofaniumanise] (Follow up) Mdmudéinla
syuusipsausaiieslaamgnisalfunnutuasasadofunseumsiingesi MITRE
ATTRCK sioefuayunisimssitas manouauswiedasnawet udussuy
szuUdsEnTaAnn LAz uIMsiansan s se s aii U iunsonsy
Wwo3 (Incident Status Tracking) lags 0adma1ua1u1901un1599n15299373 nves
winngad (incident Lifecycle Management) wian1sasumamsal (incident Summary)
Fausinisnsaany n153As1e9 manevaues WaufinsTamanisal wiouiiuans
Usgdanisaniiunisdounda (Audt Trail) 1y Junan §eniuns uaznnsnsyiin
Ant Tusiuuy Timeline v List activities Lislifanansansinseutaednaiunii
Fumtilaagiadiuszuy

syutaEmseTuAinuasuuL Note wia Comment el inddent tel#lunisdoms
msdszaiuey uagnsfianunanisdidua lesdasdafivdeyandeniunaasy
Junagnegndes arnsensvaeudaundsld wassedunndeslestudoyanio
sénguihAedastumenisal

2 af ¥ 1 A

szuud sEnanTaduAuken T unatoy s i endasduimanisal inuuild ognedl

a

UsgdnFA M 19U Indicator of Compromise (I0C), s18azidamiusnnsal, laddoyad
Aendios uararuduiusveansmsal Woaduayumsinsed msaouau uasns
povauasaiAsaiinuALiuna aenseluuas

sruudatannokansdayamvenisaldeanamnalaed (ncdent Details) laeil

Twasdunpdetaasatl

o.nao.e. UTslanupiizAn

o.ancole. TULAZRA BuduLasEugATRL uAnANY

a.an.Eo.e. WARYILI (Source) warianemnd (Destination) Aiien9a4
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LENATTRUUTI Y

G.aEo.E. FEAUATNIULIBAUANITE] (Severity)
s.aco.d TwadunveummsalazngAnTsuiingiany
oo, ALLLLNEBTERUALLA Y (Scorng) aassannaanilaufad iy IP address,
Domain wag User Account Isiliuatuilos |
oo Muanaalavistusourasinnauinsany Tnsewnsndonleavidodag
UNTEUNTTIAS 129 MITRE ATTRCK
s.a.c. STUUA DsANINA LT uNTLA lvan s uauessiadaaAnAIY (Resconse Action) Ldl
Tagssaainn1sud aifoundoimmnisal (Incident) finsdany Aelugluuudnlutfnie
feamluT® i Block IP, Domain wae URL Mifludunsne Quarantine, Kill Process,
Reset Credential %38 Isolate Host Hudy ifioifuysednsnmuazaiumaiilunis
Mg
o006, ruUFplauanselunsidmalulad Al uaz/vie Machine Leaming i ouUssdiu
uarlipruuwnanisel (Incident Scoring) n3adnduauedty (priority) Inedalull
Wedadduanaisasiulunsdanis
o.a.cm. TEUVANNITOTANITINTZUIUNITADUAUDY (Response Workflow 3 Automation
Workflow) Tegannsatiufin daifiy wazuandsulessaireieguiuueinssuums
vhausianailusuuuUWdm s wu JSON, YAML vieguuuuduilifieuwi el
ansoUiulifussuuidounanwedsduldosubamegy
s.anee, ausaidoulesifugUnsafunindudaniousn (3rd Party Integration) HunisiSerld
API IASTB5ULINTE U AP ena iy RESTUL, JSON, XML wia SOAP ldagilnagng
wilsdusthales
o.anad. 5EUVENINSDSY Ysvanana waviiasizsidoyamnmsalviedeyansias (Event / Log /
Telemetry) dvsunmaviissuuieevnginssugldnuiayaunsal (UEBA : User and

Entity Behavior Analytics) lalddosndn 200 GB saty
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0.&€ ITUUUTHITUAZATITEIUNTSLANAIINAT8UBNLUUD 925 8% (Attack Surface

Management) 31U @ S¥UU

.G,

GLa&.le,

&.@.emn.

@& &.

®.a@.&.

®.&. 0.

&, @0,

&L&. 0B,

@GN,

Lﬁuizwﬁlﬁu’%mﬂugmmu Software as a Service (SaaS) Wi YMNUUUTEUUAETA
(Clouc-based) Tne fTwuin1sdadléfunssusesnmigiu durnudunase s
arsaue (SO/EC 27001) uagnatias

szuuilauadesanunsansiant Asset 1dnnsdieats (Exposed) Hruniadumadiiin
smfsnslduinsanereesdnsiiuseuy Public Coud 19 lasauisansiadaunay
AIpUARNUIINM Asset alaitioendn 200 Asset
SEUURRIANINToRTIAR UNS N BudhA st aatuuimstesasd nsuudumed il wu
Domain, Subdomain, IP Address, Cloud Rescurce, Application ﬂfi‘?a Service ‘ﬁ

Wedleaiuasnnslaadnluld

[
=% |

LUURDIATU 0TIy IRaNTEnUAaduantoalw] (Vulnerabilities) lnaduisaidioy

] 1% '
| 1

Uoyavestodlnl Wi Asset illoguamiiieay wiauiEnansnssurmudes W

u

CVSS, EPSS 138 Risk Scoring Fieui
sruUdBsaIndRE s UM E Sy e (Risk Prioritization) TaeRaisanain
Uiunmramingau e guiavesodlni wasulouenuUsendaesidng wioui
wuzthuynamsuiudoussmanuidss (Remediation Guidance)
syuuannsEdRThs s s Bssasiufianislond (Attack Surface)
wuuﬁLauaﬁmmmaqumﬂﬁﬁmwaq Asset #1499 19U Services, Port fansle
o, weluladvdssewdundiiAsides uasssydeslniluguiuy CVE Aduiusiy
Service w3 Software Huqld

FUUR OISR T ANUATHEE9E 11 DNS 194 Danaling DNS, Subdomain Takeover
w38 Domain Hijacking Risk Lﬁa{?aaﬁ’uﬂWEQﬂﬁﬂﬂiawaww%ﬂﬁaw%'wamﬂaqmﬁﬂi

= o 2 ! & o = = or
ﬁ:’fU‘UVIu’ILauaﬁlaﬂmm‘mmmaauWummﬂf\]&lﬁl (Attack Surface) Wﬂi@u@@}\lﬂﬂﬂqﬂlﬂ

VAgsasie ULl

s.Ece.  N1IIAN15UR4NI (Vulnerability Management)

e.alo.  PINEBARGDIRWTBN MUV BWNUGUR (Compliance)} %59 Best practices
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sace.  AEABEIN SSL/TLS Certificate 1ty maviumotgvianisiemiiliaonsiy
odad.  MduminaTIeeR ONS Record filswmzan
o..00. FEULHBIELIsaRNTuAsVagauRuiIntsTaud (Attack Surface) T Taiaenda 200
$ems Wessynindduitiinnu deadeiivodn] weaunsmuanadnguvdamaus
Usgnoutminddudenaniieadululdlumsgalagi (Exploitability Evidence)
o.C.o0. SFUUADIZUITAUTUITIANITINENTTNINE B U (Assel Inventory) W11 Web User
interface Tnediasanuninszy vilisaugewingdy, Usuanvemsnddy 1aduogn
oy
o0k, FEUUFBIENT0IATS Crawl Lulednde Web Application Ailaunasodumnad.de
waznanstauadids) iy URL, Technology Stack wazn1wut1aa (Screenshot) gl
Usgneuniiessiedes
o.@.on. TEUUT LAUBAINTD integrate workflow 1T UTHUUNTTUTMITTAATTA 1L Cyber
Security Worklow 1¢ageiluszananm Tnganunsevihanusausussuiluda e.m 7

wualulasinisd lngaunTndslayaninud sanismanisalain Atack Surface

Management wWeasunizuumsrovauadlugUiuudaluds viofdnluddla
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. uedaduiunsiiesieng Uil e.

. Network Architecture Diagram with Secuarily Controls
Deployauomﬁmxkespunse Deploy Clond ASH

Remote Site

SD-taN

T T
1

T
T

fo it

i
H b - \

: s e ) Repiace Firewall instead of L3 ISP
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i

i

. {PubliciP)

i

i

fua"lJ‘*?'ll @. Network Architecture Diagram with Security Controls
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