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AEROTHAI : BAS SYSTEM WEB SCADA SOFTWARE AND NETWORK ARCHITECTURE - EXISTING

Meskatamsmsmmremcammns e ransaned L EXTERNAL DEVICES

By AEROTHAI VPN

Software Speclflcatlons

- Web Application Front-End : Angular (TypeScrlpt ¥ JavaScrlpt) / Bootstrap CS$
- - Web Application Back-End and Service : Web AP] .NET {C#)

- Database : Microsoft SQL- Server

- 05 : Window OS5 (Window Server)

- Other {if used) : Redis for Cache , Timescale DB for Time-Series Database _

Armannsanns
<
o

PRIMARY SERVER SECONDARY SERVER
DATABASE + APPLICATION ) DATABASE + APPLICATION
A
“ OTHER LOCAL PC

5 %, AEROTHAI

: [ A
: IN LOCAL NETWORK U2 FREwALL
: RN PUSTING

s - . Sl AEROTHAI
LOCAL NETWORK

Spooling Made of OMRON NX : \
When connection between PLC & Database was
disconnect, NX PLC will auto keep data to PLC memory ' ;
OMRON NX WORKSTATION and send data back to database when connectionis OMRON NX WORKSTATION
SPOOLING MODE LOCAL SCADA restored again. C SPOOLING MODE LOCAL SCADA
SITEA . SITEB - SITEB
OMRON CI2M OMRON €J2M OMRON CI2M OMRON CJ2M OMRON C12M OMRON CI2M
SITE ANODE 1 SITE A NODE 2 SITE A NODE N SITE B NODE 1 SITE 8 NODE 2 SITEB NODEN
PHITSANULOK SOFTWARE STACK HATYAI

! . e . g"i"QwLServer red:s Timescale




AEROTHAI : BAS SYSTEM WEB SCADA SOFTWARE AND NETWORK ARCHITECTURE (PORT Required) - EXISTING

AEROTHAI can provide local

Fast Sampling

MAIN SITE

-

PRIMARY SERVER
DATABASE + APPLICATION

certificate for deploy Https ??

SERVER to OMRON NX

EtherNet/IP : TCP 44818
EtherNet/IP : UDP 2222

4 4h
OMRON FINS : UDP 9600 I
BACNet : UDP 47808 s i
MSSQL : TCP 1433 = is
PHITSANULOK
: OMRON NX to OMRON CI2M
EtherNet/IP : TCP 44818

OMRONNX  :
SPOOLING MODE
SITEA

EtherNet/IP : UDP 2222
OMRON FINS : UDP 9600

JEXISTING EXISTING
RE 1 | v

SEI"
AT R

OMRON CJ2M  OMRON CJ2M  OMRON CI2M
SITEANODE 1 SITE A NODE 2 SITE ANODEN

> ' Real-Time
Monitoring

Regular Sampling

e.g 0.1s—15s

e.g. Sm-=15m } . EXISTING
©
Raw Data Information
(Statistical Data) OTHER LOCAL PC
IN LOCAL NETWORK

AEROTHAI

LOCAL NETWORK

WEB HTTP : 80, 8080
WEB HTTPS : 443

WEB API : 30000 :
@Qﬁ HATYAI

SERVER to LOCAL PC

OMRON NX
SPOOLING MODE
SITEB
o R e o i o 2 R
EXISTING BISTING BXISTING

i

OMRON CJ2M  OMRON CI2ZM  OMRON CI2M
SITE B NODE 1 SITE B NODE 2 SITEB NODEN



PLC DIRECT DATABASE : Easy Link Local to Cloud Conceptual - EXISTING

Fast Sampling = Real-Time

Monitoring

e.g.0.1s—15s

NMQTT

MQTT Broker

MAIN SITE

----- NN EEENEIEIENEINNENNENEENEENEEENENENESENUSENNNENNEONEEEEEEEEESE

PRIMARY SERVER :
DATABASE + AppLIcaTION | RegularSampling ICUIREE
4444 e.g. 5m—15m M Colculated [
INTERNET Raw Data Information

. (Statistical Data)
......... MQTT.Publisher1. . .. .5} i: :
£ (HighSampling) e e Spooling Mode of OMRON NX :
= ) £ 22 _ When connection between PLC & Database was

v Direct to Database MQTT Publisher 2 disconnect, NX PLC will auto keep data to PLC memory

. : and send data back to database when connection is
: Direct to Database e T .
e v L e L L L L LR nn--n----n--n-n-----n--n--:-: rEStOI‘edagaln.

.,

(Low Sampling)

o PSL HTY .
@ tlsrm “I"" E

OMRON NX

SPOOLING MODE OMRON NX

SITE LOCAL NETWORK SPOOLING MODE

LOCAL NETWORK _

HTY

OMRON CJ2M  OMRON CJ12M  OMRON CI2M
SITEANODE1 SITEANODE 2 SITEANODEN

OMRON CJ2M  OMRON CJ12M  OMRON CI2M
SITEBNODE 1 SITE B NODE 2 SITEB NODEN J
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AEROTHAI : System Architecture D|agram EXISTING

& ™ ™
PRIMARY SERVER (ACTWE] Port SECONDARY SERVER (STAND BY) : AEROTHAI
: 80,443/ TCP Port Service #2 =
AT: MK Service #2 80, 443/ TCP AT:SVB . . " Fronteend. SERVER o
Web APl Front-end Web API =
w
- |
- w»g
Q9
t .
port | | Service #1 nm Cach Static Datab
1833,8883 /TCP Service #1 In Memaory Cache Static Database MQTT Broker Consale App " (::;?gn:;c ¢ (Hlst:f::n)a Ians:.:?-ut 2 Email
MQTT Broker Console App {Realtime} {Historian) - Instant 1 : Server
(—— : [—
) . subscribe Jmonitor SMTP part
subscribe > Jmonitar MOTT S >_ ————»| 57,25, 465
-— - JTCcP
Port :
1433, 1434 T oo ‘
i . o storing :
£} /storing é E z
=Y a: : i i
2 a Normally Phase - Always On (Single Database) i
PSL SITE HTY SITE )
OMRON NXS OMRON NX5 D mtotal-sgj‘g%gg;m
covvennensnes JEECCD L OMRON o el R OMRON e ol DTRON e OMRON |
CI2m #2 CI2MEN |
—
ONMRON FINS Protocol ¢ Port 9600 /TCP UDP OMRON FINS Protocol ¢ i lsf
! @ WORKSTATION PC | @ WORKSTATION PC Py
i y . 0O
\ P




AEROTHAI : System Interface Diagram - EXISTING

Equipment 1
Digital In/Out

Equipment 2

Analog InfOut

Equipment 3
MODBUS RTU

Chtect
SCADA

FINS 9600

_ OMRON

TCP 1433

MQTT
Broker

Redis Caching
In-Memory

RESP 6379+

RESP 6379+
Internal Port

Internal Port

Service
App 1

Service
App 2

MQTT

Subscriber Web API

TCP 1433

Statistics DB
(Historian)

NEW LOCAL
SERVER

Web Application
HTTPS 443

E gQ!f_ Server

57,25,465 |

BLEEEI  Microsoft Team ™ |

. Server. '




AEROTHAI : Software Overlay Diagram - EXISTING

Authentication Page
Verification Code
from MS Team

Login /'

/ Page
Web Application
Database Building
Automatic System
iBAS
MQTT Subscribers
Console Service
MS Team Notification

nangroge _y Dt _w (20T
Landing Page / Building Level oor teve
Landing Page Site Level
Province
Level
Main Dashboard
Data Visualization
Export Raw Data
Excel Type

Data Report

& Export Page Information Data

PDF Type

Alarm Logging
Historian Page

Email Services
Monthly Periodic

Network Monitoring Page
Routing Network Diagram
Ct_user,
ct_autherization
Users & Authorization
Page
Master Ct_alarm

Sections . A
Alarms Configurations

Page

Communication Ct_plc, ct_tag
Configurations Page

Notification
Configuration Page
MQTT , M3 Team

Data Page

_a Eguipment
Level




AEROTHAI : User login Front-end & Back-end concept - EXISTING

Front-end

Back-end

Send user & password

Display wrong

message

& password

Input Login_pin

Display wrong.

{
"status": "unsuccess”,
"message”: "bwutayednumr, :
result": " - § ’
} Wrong e Check user
Correct
{
"status": “success", i :
"message": "ol PIN", Generate
“result™: " . .
} Login_pin
{

"status": "unsuccess”,

"message": "PIN Lignfoe™,

ppsylts "

Wrong

Check

message _

Display Term & Condition
& accept

First login

Go to Overview page, keep
jwt data, decode for display
user information

t

. Login_pin

Correct

{ .
"status": “success”,
"message": "wgmuniuiy,
result™: {

"accassToken": “xooumxy",

"refreshToken": "yyyyyywy"




