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®o.« WINHNTS Update Software, Firmware W&z U AITLATIN
A9z Update Software, Firmware v {189sAB9AHNN"S Update Software, Firmware it
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0010 fruzniguUsznansiafiasdaliiinisinousuuuy On The Job
Training (0JT) e wszuw/gunsol anduriuazaniauas Adnsvinnsiins TneTiAnaA e
e wEasvofianans Wiring Diagram uaziens&1391esiBanaas Configuration tmet¥intenas
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(@) ASRARILATANSEaNsAD (Installation and Connectivity)

- Introduction and Initial Configuration
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- Annsfnssgniauasuaziinisidon AAaREFY Y0
(I5) NNIRIANFIFNYBITELIL (System Configuration)
- Administration Guide and Management
- NISUZMII9ANTT Role
- 175 Update Firmware / Version
- Device Registration and Communication
- Logging
- Reports
(en) mfiLﬁhﬁ:ﬁ’dLL@:LLﬁfﬂﬁfymLﬁmﬁu (Monitoring and  Troubleshooting)
(«) MsAwszinnslandivideiiayafilisngunant
(&) N9V LAB ua Use case #ing o Insifisiadinvin LAB dasia Tl
Advanced Logging & Reporting
Lab 1: Viewing Analytics Logs
Lab 2: Running a Security Report
Lab 3: Creating a Custom Report
Security Fabric Analytics
Lab 4: Using FortiView for Security Monitoring
Lab 5: Using Monitors to view the Fabric State of Security
Lab 6: Creating a custom Monitor
Security Fabric Automation
Lab 7: Automating with FortiGate Event Handlers and Automation
Stitches
Lab 8: Automating with FortiAnalyzer's I0C Feature and
Autormation Stitches

Lab 9: Automating with FortiSoC Playbooks
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o. WwaUnsal FortiAnalyzer Hardware Appliance ﬁﬁﬂmmﬂ’ﬁﬁm%’umﬂﬁmqmwmaﬂmif,ﬁ
(Logs or Events) WRLBDNITIENTN ﬁLﬁﬂ"ﬁuuu Firewall ﬁlﬁﬂ Fortinet
. §HauBansaTULPEeYNY (Network Interface) WUU GE RJ45 sruanldtiasndn « wase uas
A Tuld transceiver UL GE SFP (Wfiaandn o 289 wiafndn
. & Storage #A9Yin RAID (tiasingn 8 TB
c. a‘iﬁ’mmmwmm'iﬂsfumﬁmﬁuﬁmda Log tleAAs=w (Analytic Rate) THTNSENd 4,000
Logs/Events per second WATATNIINTBISU Log iiBaALL (Collector) TAlHiatNga 6,000
Logs/Events per second WAZAINIS05895L4 MU Log (A (HHBEINT1 200 GB fiadu
¢ Mm1TaUsiIsTanIsgUnsaiiullslnaea HTTPS W Web Browser [Hlnemas Tneligias
rseranduasifisdn uazluslnans SsH Taduathatios
v. Faauasiifdunisuansiiays Dashboard THatinetinadste U
v.® LLﬂﬂd%’ﬂagﬂ Top Threats ﬁﬂ’i:ﬂ’ﬂuﬁfm Threat Level (Critical, High, Medium,
Low),A1uaun3siifindu (Incidents) wiadaouasiifidiauiin WinnuAATBYA
Wasufey Tudnemeng i uas N9 Wil
.o LLﬂﬂﬁﬂy‘JﬂmﬁT‘ﬁd’m {#ur Top Source, Top Destinations, Top Country/Region, Policy
Hit, Top Application, Top Website Domain, Top Website Categories TR NUAAING
tudnuouens il uaznswwisFifiuesroiay viafiaoimanifiew v
.en ﬂ'lm'iﬂﬁmummmmﬂm%’ﬂadﬂﬂ?iﬁmm‘al,l,ﬂmwaLm'u sredalng, 999, 518
FUnmi uazivungaaaiiads (Custom) THifluptinatios vdafinniauni®
WeLwin
o. HnouaniBFiun1seananeeuld peinatiasfasia U
o.e # Template report 1% Admin and System Events Report, Cyber Threat Assessment,
Data Loss Prevention Detailed Report (fitfiuatinetias wiaflnouantifmiiiauiwin
A mmammm%mdﬂ Log 124 Date, Time, Source IP, User, Destination IP L&z

Services [FLfluatinaiasy

.o AINITOUTUUFIF1297U (Customize) Uz ARFENTULLILFIENH (Clone) A1N918NH

LG J/
EShors )



ov. AUUUa18U (format) (Hur PDF uaz SV T

. Aansnasaioya Log TUfszuudils Tustuuy SYSLOG wae CEF Format T

o, AT 18 AW (Power Supply) 91494 o M98 YI4MKUL Redundant Hot-Swap [



